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Windows Security

¢ Firewall & network protection

Who and what can access your networks.

Home

O Virus & threat pretection Domain network
L Account protection kiewallEon:
I ) Firewall & network protection

%@ Private network (active)
I App & browser contral

Firewall is on.
LB Device security
& Device performance & health 22 Public network
dh Family options Firewall is on.

Allow an app through firewall
Network and Internet troubleshooter
Firewall notification settings

Advanced settings
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3.Aan mouse 7 Inbound rules L&7Aan mouse 1 New ... rule

ﬂ Windows Defender Firewall with Advance

File Action View Help

Window:

%% Connection Security Rules Filter by State
Filter by Group

> ﬁ, Monitoring

View

4880 Port ufapanilu Next>

@ New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
@ Rule Type What type of ule would you like to create?
@ Protocol and Ports
@ Action )
. Prgﬁe LIS dl_COMLrors Connections | O arafn -
@ Name ® Port
Rule that controls connections for a TCP or UDP port..

|W—l ! x Lﬁxﬂa' o 5 -
Rule that controls connections for a Windows experience.

() Custom
Custom rule.




5.1 munuLL Specific local ports : lavanaian port Afasnisazaugnliidinnels 1914 80,443 udnn Next >

& New Inbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:
& Bieie Does this nile apply to TCP or UDP?
& Protocol and Ports @ TCP
@ Action ) ubp
@ Profile
N
@ e Thonss i e ey ol s B e Rl e

Example: 80, 443, 5000-5010

6.,aan Allow the connection ua3nn Next >

& New Inbound Rule Wizard
Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ FRuls Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports

z (@) Allow the connection
» This includes connections that are protected with IPsec as well as those are not.
@ Profile
N () Allow the connection if it is secure

& Nane This includes only connections that have been authenticated by using |Psec. Connections
will be secured using the settings in |Peec properties and rules in the Connection Security
Rule node.

Customize Il

(C) Block the connection
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& New Inbound Rule Wizard x

Profile
Specify the profiles for which this rule applies.
Steps:

@ Rule Type When does this rule apply?
@ Protocal and Ports
@ Action
]
-

liss when a feris ctedto i rate domain.

when a computer is connected to a private network location, such as a home
place.

when a computer is connected to a public network location.

8.147a rule 1flu LTaxServer u&ana Finish AU ULa5AdY



dumauniIgsiuuaAn Firewall 229 Windows tiWa 14411 LTax3000 was Smart LTaxSurvey

@ New Inbound Rule Wizard

Name
Specify the name and description of this rule.

Steps:

& Rule Type

@ Protocol and Ports
@ Action

@ FProfile

@ Name

ame
[LTauserved




